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Assessment Scope & Approach

Scope: ABCD Plc engaged CyberCenter to assess its current security program and overall
organisational security posture. This assessment reviews the company’s existing areas of cyber
risk and provides tactical and strategic recommendations to address gaps and improvement
opportunities, aligned with the CIS Critical Security Controls (Implementation Group 2). The
goal is to deliver a comprehensive cybersecurity risk assessment document outlining current
risks and a roadmap for enhancing ABCD’s security maturity.

Approach: CyberCenter consultants reviewed ABCD’s technology infrastructure and security
processes using a blend of automated scanning and manual evaluation techniques. We also
leveraged ABCD’s existing IT and security management systems to gather data and insights. The
assessment was conducted over a defined period using automated tools, analysis of system
screenshots/configurations, and stakeholder interviews. Key steps in our methodology
included:

o Document Review: Examined all provided policies, network diagrams, asset lists, and
prior audit reports.

o Data Collection: Ran automated data collection tools and vulnerability scanners to
inventory assets and identify misconfigurations or vulnerabilities.

¢ Manual Validation: Performed manual reviews of critical systems, infrastructure, and
devices to verify configurations and observe security controls in place.

o Staff Interviews: Conducted interviews with IT and security personnel to understand
operational practices, incident history, and control implementations beyond what
documentation shows.

o Best Practice Gap Analysis: Compared ABCD’s security controls and processes against
industry best practices and the CIS framework benchmarks to pinpoint misalignments.

o Internal Peer Review: CyberCenter’s assessment team conducted an internal peer
review of findings to ensure accuracy and to brainstorm optimal solutions. This
collaborative review helped formulate tailored recommendations for ABCD Plc.
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By combining policy review, technical scanning, and expert analysis, CyberCenter ensured a
thorough evaluation of ABCD PIc’s security posture. The findings and recommendations from
this approach are detailed in the following sections.

Executive Summary

CyberCenter’s Cybersecurity Risk Assessment of ABCD Plc revealed that while some
fundamental security measures are in place, there are significant gaps across multiple
domains of the organisation’s cybersecurity program. Overall, the security posture is weaker
than desired for the current threat environment, leaving ABCD vulnerable to modern threats
(especially ransomware and data breaches). Below is a summary of key findings and highlights:

o Lack of Formalised Security Governance: ABCD does not have a comprehensive
security program or framework in place. There are no documented policies for critical
areas such as asset management, data management, or incident response. Security
practices are ad-hoc rather than guided by a formal framework or standards. This lack of
governance means important security activities can be overlooked and there is no
consistent strategy driving security efforts.

¢ Foundational Controls Not Implemented: Several foundational CIS Controls are
missing or only partially implemented. ABCD has no up-to-date inventory of IT assets
or software, and no process to address unauthorised devices or applications on the
network. Many endpoint devices run outdated software (including end-of-life operating
systems and an Exchange 2013 server), and there is no automated patch management
for operating systems or third-party applications. These gaps significantly increase
exposure to known vulnerabilities.

o Data Protection Gaps: The company lacks a formal data management process and data
inventory. There is no classification of sensitive data or tracking of where critical data is
stored. Endpoint devices and backups are not encrypted, and not all email
communications are forced to use encryption (TLS). Without encryption and data
handling policies, sensitive information is at risk of exposure. Data retention and
disposal practices are not defined, raising compliance concerns and potential over-
retention of sensitive data.

o Inadequate Threat Detection & Response: ABCD has no formal vulnerability
management program — there are no regular internal or external vulnerability scans
being conducted, and discovered issues (if any) are not systematically remediated.

The patching process is largely informal or reactive, leading to inconsistent installation
of security updates. Additionally, audit logging is insufficient: while Microsoft 365 and
network devices collect some logs, there is no centralized log management or SIEM in
place, and logs aren’t retained or reviewed in a consistent manner. This severely limits
ABCD'’s ability to detect intrusions or investigate incidents.

e Endpoint and Network Security: ABCD’s network is protected by a next-generation
firewall (SonicWall), and it has implemented email domain protections like DMARC.
However, endpoint security is a concern: the current anti-malware solution (Symantec
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Endpoint Protection) is outdated/expired and not supplemented by a modern EDR
solution. There are no technical controls to enforce the use of only supported web
browsers or email clients, and no host-based web/DNS filtering on endpoints to block
malicious content. These weaknesses increase the risk of malware or phishing attacks
succeeding on user devices. On a positive note, network-level URL filtering is in place via
the firewall, and some email hygiene measures exist, but endpoint-focused protections
need improvement.

e Security Awareness and Incident Preparedness: There is no evidence of a structured
security awareness training program for employees. Regular training and phishing
simulations are not being conducted, which means users may not be well prepared to
recognize and avoid social engineering attacks. Furthermore, ABCD does not have
a documented incident response plan. In the event of a serious security incident (such
as a ransomware outbreak), roles and procedures are not predefined, which could lead
to a slow or ineffective response. No regular penetration testing is performed, so the
organisation lacks insight into how it would hold up against a simulated attack.

Overall Risk Posture: Due to the above gaps, ABCD PIc’s risk exposure is high. The absence of
fundamental controls (like asset management, patching, and monitoring) and incomplete
protective measures (like encryption and endpoint security) means that the organisation

is highly susceptible to cyber threats. For example, the combination of unpatched systems and
lack of user training greatly increases the likelihood of a ransomware attack taking hold and not
being quickly detected. The impact of such an attack would be exacerbated by weak data
protections (unencrypted data/backups) and unclear incident handling procedures. Immediate
steps should be taken to remediate critical issues and strengthen the security baseline.

Key Recommendations: CyberCenter recommends that ABCD prioritise establishing a formal
security program and addressing the most critical gaps as soon as possible. In the next section,
we provide a Ransomware Threat Mitigation Scorecard that highlights ABCD’s readiness (or
lack thereof) against ransomware threats, followed by a detailed list of technical

findings and budgetary recommendations. In summary, the top priorities for ABCD include:
implementing robust asset and software inventory controls, enforcing regular patch
management, instituting strong data protection (encryption, backup, and retention policies),
deploying advanced endpoint protection and centralised logging/monitoring, and rolling out
comprehensive security awareness training. By tackling these areas, ABCD will dramatically
reduce its risk exposure and improve its alignment with cybersecurity best practices.

Ransomware Threat Mitigation Scorecard

One of the primary threats to ABCD Plc is ransomware, which can severely disrupt operations
and compromise sensitive data. CyberCenter assessed ABCD’s preparedness to prevent, detect,
and respond to ransomware by evaluating key security controls known to mitigate ransomware
attacks. The following scorecard highlights whether these ransomware-specific safeguards are
in place:
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e Formal Security Program: No. ABCD lacks a formal security governance program (no
overarching security policy or framework adoption), which means ransomware
readiness isn’t managed strategically.

e Adopted Security Framework: No. No standard cybersecurity framework (such as CIS,
NIST, or ISO) was officially adopted prior to this assessment. ABCD is only now aligning
controls with the CIS framework through this engagement.

¢ Next-Generation Firewall: Yes. A next-gen firewall (SonicWall) is in place, providing
network-level threat protection (e.g. intrusion prevention, URL filtering) at the
perimeter. This is a positive defence against ransomware spread and C2 (command-and-
control) traffic.

¢ Mail Hygiene Services: Partial. Basic email security is in place (Microsoft 365’s built-in
filtering and a valid DMARC record for the domain). However, no dedicated email
security gateway or advanced phishing protection is used. Enhanced email hygiene
measures are recommended to better block ransomware delivery via email.

e Cyber Awareness Training: No. There is no regular security awareness training program
or phishing simulations for employees. This is a critical gap, as user awareness is a
frontline defence against ransomware (which often enters via phishing emails).

e Regular System Patching: No. Security patching is not performed consistently. Many
systems have missing patches and there is no automated patch management tool in
use. This greatly increases the risk that ransomware exploits known vulnerabilities to
gain entry.

e Multi-Factor Authentication (MFA): Partial. MFA is enabled on some services (such as
Microsoft 365 accounts), but it is not universally enforced across all remote access
points and critical systems. Wider implementation of MFA is needed to prevent
credential compromise by ransomware actors.

o DNS-Based Security Tools: Partial. ABCD’s firewall provides some DNS filtering at the
network level, but endpoints off-network (e.g., laptops on home Wi-Fi) lack host-based
DNS security. Implementing a DNS security solution on endpoints would help block
connections to known malicious domains used by ransomware.

e Operating System Currency: No. The environment is not fully up to date. Legacy
systems (including Windows Server 2012 and a legacy Exchange 2013 instance) are still
in operation. Out-of-date operating systems may contain unpatched vulnerabilities that
ransomware can exploit.

e EDR-Based Endpoint Protection: No. ABCD does not have a modern Endpoint Detection
and Response solution. The current anti-virus is outdated. An EDR with behavioural
ransomware detection and rollback capabilities is needed on all endpoints to quickly
detect and stop ransomware execution.

e Backup Strategy: Yes (Needs Improvement). ABCD performs regular data backups using
Veeam; however, some backup jobs are failing, and backups are not encrypted. The
presence of backups is a positive, as they can facilitate recovery after a ransomware
attack, but the backup process needs to be more reliable and secure (encrypted and
monitored for success/failure).

o Disaster Recovery Strategy: No. There is no formal disaster recovery plan or tested DR
strategy in place. In a ransomware scenario (or any major outage), ABCD does not have
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a documented procedure to restore business operations in a timely manner. Developing
a DR plan that complements the backup strategy is essential.

e Vulnerability Scanning: No. Regular vulnerability scanning (internal and external) is not
being conducted. Without proactive scanning, vulnerabilities that ransomware might
exploit can linger in the environment. Implementing routine scanning helps in early
identification and remediation of weaknesses.

e Security Monitoring (SIEM/SOC): No. ABCD lacks centralised security monitoring. There
is no Security Information and Event Management (SIEM) system or 24x7 Security
Operations Centre service in place. This means targeted ransomware attacks or lateral
movement could go unnoticed until it's too late. A SIEM/SOC would significantly
improve detection and response capabilities.

Summary of Ransomware Readiness: ABCD PIc’s current preparedness against ransomware

is poor in most areas. The company has strength in perimeter defence (firewall) and performs
data backups, but it lacks many other critical safeguards (patching, training, advanced endpoint
protection, etc.). This scorecard underscores the need for ABCD to urgently implement several
new controls and practices to mitigate ransomware risk. In particular, improving user
awareness, keeping systems patched/current, deploying EDR, enforcing MFA, and establishing
strong backup/DR processes will collectively harden the organization against ransomware
attacks.

Technical Findings — Current State Analysis

The following section provides a structured overview of the technical findings from the
assessment, organised by key control domains. Each area includes the current issues identified
and CyberCenter’s recommended remedial actions. These findings are aligned with CIS Critical
Security Controls where applicable:

1. Asset Management & Inventory

Current Issues: ABCD has no documented asset management policy. There is no authoritative
inventory of all enterprise assets (hardware devices) — many assets are tracked informally, if at
all. Additionally, there are no technical controls to prevent unauthorised devices from
connecting to the network; for example, rogue personal devices or unvetted hardware could
potentially plug into the network without detection. ABCD also lacks an active discovery tool to
scan for and identify new or unmanaged devices on the network. These gaps mean the
organisation cannot effectively manage what it doesn’t know it has, creating blind spots in
security defence.

Recommendations: Establish a formal asset management process and policy that defines how
all company devices (laptops, servers, network gear, etc.) are identified, logged, and tracked
through their lifecycle. Deploy an asset inventory system (and/or enable existing tools) to
maintain a real-time inventory database. Implement technical controls (such as Network Access
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Control (NAC) or endpoint compliance agents) to restrict network access to authorised devices
only. Additionally, utilise an active network discovery tool to routinely scan for unknown
devices, ensuring that any device connected to the network is accounted for and meets security
standards.

2. Software Management & Patching

Current Issues: There is no maintained inventory of software and operating systems in use.
Several systems are running end-of-life software (for instance, Windows Server 2012 is still in
production, and an Exchange 2013 server is installed on a domain controller). These outdated
systems no longer receive security updates. Moreover, ABCD does not perform regular
patching for third-party applications on user workstations or servers; software like web
browsers, Java, Adobe, etc., may be outdated on many devices. The lack of a structured patch
management means critical updates are applied late or not at all, leaving vulnerabilities
unaddressed.

Recommendations: Create and maintain a software inventory to track all authorised software
and versions in the environment. Retire or upgrade legacy systems — for example, replace or
upgrade any end-of-life operating systems and fully decommission the Exchange 2013 server
(migrate its functionality to a supported email platform such as Exchange Online or a newer
Exchange version if needed). Implement a Remote Monitoring and Management

(RMM) solution to automate patch deployment for both operating systems and third-party
applications. This tool will ensure that security updates are installed in a timely manner across
all endpoints and servers. Also, establish an unauthorised software policy (application
allowlisting) to prevent installation or execution of software that is not approved, reducing
exposure to unvetted or risky applications.

3. Data Protection & Encryption

Current Issues: ABCD lacks a documented data management process — there are no formal
policies outlining how data should be handled, classified, stored, or disposed. The company also
does not maintain a comprehensive data inventory; in other words, there isn’t a clear map of
what sensitive data the company holds and where it resides (be it on file servers, SharePoint,
employee laptops, cloud storage like Dropbox, etc.). Data is therefore being managed in silos
without central oversight. Furthermore, corporate devices are not encrypted — laptops and
possibly some servers do not use full-disk encryption, meaning if a device were lost or stolen,
the data could be accessible. Backup data is similarly not encrypted. We also found that email
transmissions are not fully secured: the Microsoft 365 email configuration is not enforcing TLS
encryption for all outbound email, which could allow sensitive email content to be intercepted
in transit if the recipient’s email server doesn’t require TLS. Finally, ABCD has no data
classification scheme or segmentation by sensitivity; all data is treated the same, which makes
it hard to apply extra protections to the most critical information.
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Recommendations: Develop a comprehensive data management policy that covers data
classification (defining categories like public, internal, confidential, highly sensitive), data
handling procedures, retention requirements, and secure disposal guidelines. Using this
policy, create a data inventory that identifies where all important data is stored (file shares,
databases, cloud services, etc.), and assign classifications so you know what level of protection
each data set requires. Implement full-disk encryption on all corporate laptops and other
portable devices, and ensure backup data is encrypted at rest as well — this will protect data in
case of loss or theft. Configure mandatory TLS for all email to ensure encryption in transit (this
is typically a setting in Exchange Online to require TLS for all connections). Introduce technical
measures like device control to restrict use of removable USB drives (which could be used to
exfiltrate data) unless encrypted and approved. Finally, segment data storage based on
sensitivity — for instance, keep highly sensitive data (such as customer personal data or
financial records) in a separate, access-controlled repository, rather than on open network
shares, to minimise broad exposure and ease monitoring of access to that data.

4. Vulnerability Management

Current Issues: ABCD does not have a formal vulnerability management or remediation
process. There is no regular scanning of the network for vulnerabilities — neither internal scans
(inside the network) nor external scans (from an attacker’s perspective) are performed. As a
result, security flaws in systems may go undetected for long periods. In addition, there is no
schedule or policy for applying patches; some critical updates and firmware upgrades might be
missed. The IT team currently addresses updates in an ad-hoc manner, which means many
devices and applications remain unpatched. There is also no tracking of known vulnerabilities
(no use of a vulnerability tracking tool or CVE repository) and thus no prioritisation of fixing
high-risk issues. Essentially, ABCD is blind to which weaknesses exist in the environment, and
lacks a structured approach to remediate them, which is a serious risk.

Recommendations: Establish a Vulnerability Management Program that includes both policy
and technical components. First, document a Patch Management Policy and a Vulnerability
Management Policy that set expectations for how quickly critical, high, and medium severity
patches should be applied, and who is responsible. Acquire and implement an automated
vulnerability scanning solution to perform periodic scans of all internal assets, as well as
external-facing systems (e.g., the company website, VPN gateway, etc.). These scans should
ideally run at least monthly (internal) and quarterly (external) — if not more frequently —to
identify new vulnerabilities. Integrate the scanning results with an internal tracking process to
ensure that detected vulnerabilities are logged and remediated in a timely fashion. Utilise the
earlier recommended RMM tool for automated patching of both operating systems and third-
party software, ensuring that systems stay up to date with the latest security fixes. Additionally,
consider subscribing to threat intelligence or vendor security bulletins so that the IT team is
alerted about emerging threats or critical patches (for example, zero-day vulnerabilities that
might need urgent manual mitigation). By implementing these steps, ABCD will move to a
proactive stance on vulnerabilities, drastically reducing the window of opportunity that
attackers (or ransomware) have to exploit unpatched flaws.
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5. Audit Logging & Monitoring

Current Issues: ABCD’s approach to audit logging is underdeveloped. There is no centralised log
management in place — logs from servers, workstations, network devices, etc., are not being
aggregated into a single system. Currently, only isolated logs exist (for example, Microsoft 365
retains some activity logs, and the Ubiquiti network devices and SonicWall firewall have their
own logs), but many systems are not configured to save detailed logs at all. Critical security-
relevant events (DNS queries, file access events, Windows event logs, etc.) are not collected or
reviewed. There is also no log retention policy — important logs might be overwritten or
deleted after a short period, limiting forensic abilities after an incident. Moreover, ABCD does
not perform regular log analysis or reviews; in other words, nobody is actively looking at logs
or alerts that could indicate suspicious activity. This lack of monitoring capability means
potential intrusions or policy violations could go unnoticed until they manifest in obvious ways.

Recommendations: Implement a centralised Security Information and Event Management
(SIEM) system or a cloud log aggregation service. This will collect logs from all key sources:
servers (authentication events, system events), endpoints, firewall and VPN, Active Directory,
DNS servers, email system, etc., into one platform. Ensure that detailed logs are enabled on
systems — for example, turn on auditing for DNS queries, file access, and command-line
activities on endpoints, so that these events are captured and sent to the SIEM. Define a log
retention policy (commonly 90 days online, 1+ year archived, as appropriate for ABCD’s needs
or compliance requirements) so that historical data is available for analysis. The SIEM can be
tuned to generate alerts on suspicious patterns (such as multiple failed logins, disabled
antivirus, large data transfers outside business hours, etc.). Given ABCD’s size and resource
constraints, consider outsourcing to a 24x7 Managed Security Operations Center (SOC) service
that can monitor the SIEM for alerts around the clock and notify ABCD’s IT staff of any critical
threats. Additionally, establish a procedure for regular log review — even with a SIEM, periodic
reports or meetings to review summary logs and notable events will keep security on the
agenda. By centralising and actively monitoring logs, ABCD will significantly improve its ability
to detect attacks in early stages and meet compliance best practices for audit logging.

6. Email & Web Security Controls

Current Issues: ABCD’s controls around email and web use need improvement. Currently, users
can potentially use any email client or web browser, and there is no enforcement that these
clients are up-to-date or officially supported. This could lead to scenarios where outdated or
insecure browsers/plugins expose the system to drive-by downloads or where risky email client
settings cause security issues. ABCD also does not restrict browser extensions or email add-ins,
which means users might install unapproved extensions that could be malicious. In terms of
web filtering, the network firewall does provide some filtering for on-premises traffic, but there
is no host-based DNS or URL filtering on the endpoints themselves —if a laptop is taken off the
corporate network, it does not have a DNS security agent to block malicious domains, nor a
VPN enforced to route traffic through the corporate filter. Regarding email, ABCD has
implemented DMARC (which is good for domain spoofing protection), but other email security
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layers could be strengthened (for instance, advanced threat protection for phishing and
malware scanning). Lastly, the endpoint anti-malware solution is not current — the Symantec
Endpoint Protection is installed but the license is expired, meaning definitions may not be up to
date and newer malware might not be detected. Without a modern anti-malware/EDR, the
endpoints are at risk if a user does click a malicious link or opens a weaponised attachment.

Recommendations: Enforce use of supported browsers and email clients via group policy or
management tools — for example, ensure only the latest versions of Chrome/Edge/Firefox are
allowed and that known vulnerable plugins (like outdated Flash or Java plugins, if any) are
removed. Deploy a host-based DNS filtering agent or cloud-based DNS security service to all
endpoints (so that even off-network, devices will block attempts to reach known malicious
domains, which is a common behaviour of ransomware and other malware). Implement policies
to restrict unauthorised browser extensions or email add-ins — allow only those necessary for
business and block others, to reduce the risk of malicious extensions. Upgrade the endpoint
security by deploying a modern Endpoint Detection and Response (EDR) solution (such as
Microsoft Defender for Endpoint or another leading EDR platform) across all servers and
workstations. EDR will not only provide up-to-date anti-malware, but also advanced behaviour-
based detection (spotting ransomware encryption activity, for example) and the ability to
isolate infected machines. In terms of email security, consider adding an Advanced Threat
Protection (ATP) service to your email (if using Microsoft 365, their Defender for Office 365 can
sandbox email attachments and scan links for threats). These measures will collectively harden
ABCD’s defence against threats delivered via web or email vectors, which are among the most
common attack paths.

7. Security Awareness & Incident Response

Current Issues: People are often the weakest link in security, and currently ABCD does not run
a formal security awareness training program. New employees receive minimal security
onboarding, and there are no ongoing training sessions or phishing email tests. This means
employees might not recognise phishing emails or other common attack techniques, increasing
the likelihood of a ransomware infection or similar incident through human error. On the
incident management side, ABCD lacks a documented incident response (IR) plan. There is no
defined team or roles for incident handling, and no clear procedures to follow if a serious
security incident occurs. This could lead to confusion or delays during an incident, worsening
the impact. Additionally, ABCD has not engaged in penetration testing or simulated incident
drills in recent memory, so the organisation has never practiced its response to a cyber-attack.

Recommendations: Implement a continuous security awareness training program for all staff.
This should include general cybersecurity best practices, safe handling of emails and
attachments, identifying social engineering attempts, and company-specific security policies.
Utilise interactive online training platforms and conduct periodic phishing simulation
campaigns to test and reinforce employees’ ability to spot malicious emails. Make security
awareness an ongoing effort (e.g., monthly tips, annual refresher courses) to keep security top-
of-mind. For incident preparedness, develop a formal Incident Response Plan that outlines how
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to identify, contain, eradicate, and recover from security incidents. This plan should assign roles
(Incident Lead, Communication Lead, etc.), define communication workflows (e.g., whom to
alert, how to escalate issues), and include checklists for different scenarios (ransomware, data
breach, etc.). Once the IR plan is in place, conduct a tabletop exercise with key stakeholders to
walk through a mock incident and refine the plan. Additionally, schedule annual penetration
testing of the network and critical applications; this will proactively identify weaknesses that
attackers could exploit and test ABCD’s detection and response capabilities in a controlled
manner. Incorporating these practices will improve ABCD’s resilience and ensure the company
is prepared to handle security incidents effectively.

Project Planning & Recommendations

Cybersecurity Risk Assessment

To address the findings above, CyberCenter has developed a list of recommended security
improvement initiatives for ABCD Plc. Each initiative is prioritised based on urgency (Critical,
High, Medium, Low) and includes budgetary estimates (one-time implementation costs and
ongoing operational costs, if applicable). These recommendations serve as a roadmap to
improve ABCD’s security posture. By following this plan, ABCD can remediate identified risks
and move toward cybersecurity best practices. All costs are estimates for budgeting
purposes and would be refined in a detailed proposal or implementation planning phase.

Priority Definitions:

e Critical Priority — Urgent actions to address severe vulnerabilities or risks that could lead
to major incidents (should be initiated immediately).

e High Priority — Important improvements to significantly reduce risk or address
regulatory compliance; start as soon as critical items are underway.

e Medium Priority — Necessary enhancements that improve defence in depth and
operational security; schedule within the near term (e.g., next 6-12 months).

e Low Priority — Longer-term improvements or nice-to-have controls that bring additional
resiliency; implement when resources allow after higher priorities.

Below is the Security Improvement Project List with priorities and budgetary pricing:
Critical Priority Projects

e Deploy Endpoint Detection & Response (EDR) Solution (e.g., Microsoft Defender for
Endpoint) — One-Time Cost:£2,000 (deployment services); Monthly OpEx: £750
(license/subscription cost).

Rationale: Replaces outdated anti-virus with a next-gen EDR on all endpoints for
improved malware and ransomware protection, plus 24/7 threat monitoring
capabilities.
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e Replace End-of-Life Systems (Windows Server 2012) — One-Time Cost: £1,000
(upgrade/migration effort); Monthly OpEx: TBD.
Rationale: Upgrade or decommission legacy Windows 2012 servers to supported
versions or cloud services. This cost covers planning and migration for outdated servers.
Ongoing cost depends on new system licensing (to be determined).

e Decommission Legacy Exchange 2013 Server — One-Time Cost: Labour (internal/external
labour effort); Monthly OpEx: Labour (no product cost, just effort).
Rationale: Migrate email services from the on-prem Exchange 2013 on DC-ABC-01 to
Microsoft 365 (Exchange Online) or a supported email server. This improves email
security and removes a vulnerable obsolete system. Costs are primarily labour for
migration and testing.

e Implement Remote Monitoring & Management (RMM) for Patching — One-Time
Cost: £1,250; Monthly OpEx:£2,000.
Rationale: Deploy an RMM tool to automate OS and third-party application patching
enterprise-wide. The one-time cost covers setup and configuration, while the monthly
OpEx covers software licensing and management. This directly addresses the lack of
automated patch management.

e Centralise Security Policy Enforcement (Group Policy Enhancements) — One-Time
Cost: Labour; Monthly OpEx: Labour.
Rationale: Apply a standardized set of security configuration policies across all servers
and workstations. This includes strengthening settings for password policies, account
lockout, workstation/server hardening, and enabling encryption (BitLocker) on devices.
As this primarily involves IT administrative effort to design and roll out policies, it’s
accounted as labour. The outcome ensures baseline “best practice” settings uniformly
applied.

e Veeam Backup Configuration and License Review — One-Time Cost: TBD; Monthly
OpEx: TBD.
Rationale: Engage in a thorough review of the backup infrastructure. Confirm all critical
systems are properly backed up, fix any failing backup jobs, and ensure backup data is
encrypted. TBD indicates potential costs if additional Veeam licensing or storage is
needed. This project solidifies ABCD’s ability to recover data (especially important in a
ransomware scenario).

High Priority Projects

e Develop Centralised File Management Strategy — One-Time Cost: TBD; Monthly
OpEx: TBD.
Rationale: Assess and implement a unified file storage solution to consolidate data from
disparate sources (file server, SharePoint, Dropbox, etc.). This may involve migrating
data to a single platform (like SharePoint/OneDrive or an on-prem NAS with cloud sync)
and organising it by sensitivity. Costs depend on chosen solution (licenses or new
storage infrastructure).

e Establish Disaster Recovery (DR) Services & Strategy — One-Time Cost: £2,500; Monthly
OpEx: £2,500.
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Rationale: Develop a DR plan and implement necessary services such as cloud
backup/replication or a warm site. One-time cost covers creating the DR plan and initial
setup (e.g., configuring replication to Azure or a secondary data center). Monthly OpEx
covers ongoing DR infrastructure costs (such as cloud storage, standby server instances,
or DR-as-a-Service subscription).

e Microsoft 365/Azure Management & Monitoring — One-Time Cost: N/A; Monthly
OpEx: £3,000.
Rationale: Subscribe to a managed service for Microsoft 365 and Azure AD
administration and security monitoring. This ensures continuous expert oversight of
ABCD’s cloud productivity environment, including security configuration, identity
management, and incident response for cloud services. The monthly cost provides a
dedicated service (could be part of a larger managed IT agreement) to proactively
manage Microsoft cloud security features (like conditional access, Defender for Office
365, etc.).

Medium Priority Projects

e Implement Centralised Identity Management (SSO) for SaaS Applications — One-Time
Cost: Labour; Monthly OpEx: Labour.

Rationale: Extend ABCD’s Azure AD/Entra ID to serve as a single sign-on (SSO) hub for
third-party Saa$S apps used by the company. This will improve account management and
enforce MFA across all apps. Costs are mainly in implementation effort, using existing
Microsoft licensing.

e Enforce Entra ID Conditional Access Policies — One-Time Cost: TBD; Monthly OpEx: TBD.
Rationale: Design and deploy conditional access policies in Azure AD (Entra ID) to add
risk-based controls (e.g., require MFA for unfamiliar locations/devices, block legacy
authentication, etc.). If additional Azure AD Premium licensing is required, that will be
determined (hence TBD). This project enhances identity security by leveraging modern
access controls.

e Enhance Network Perimeter Redundancy & Security — One-Time Cost: £1,000; Monthly
OpEx: £1,000.

Rationale: Invest in improving network infrastructure — possibly adding a secondary
internet link or 4G backup for redundancy and ensuring firewall high-availability. Also
includes hardened configuration of network devices. One-time cost for any hardware or
setup; ongoing for any new circuits or managed network services.

e Quarterly Vulnerability Scanning & Patching Cycle — One-Time Cost: £1,000; Monthly
OpEx: £750.

Rationale: Engage a service or acquire tools to conduct regular vulnerability scans
(quarterly) and assist with remediation. The one-time cost covers initial setup/training
on the vulnerability scanning platform; the monthly cost could represent a subscription
to a scanning service or retaining a consultant for quarterly reviews. Regular scanning
will keep ABCD informed of new weaknesses and verify that patching efforts are
effective.
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e Deploy Centralised SIEM and 24x7 SOC Monitoring — One-Time Cost: £2,000; Monthly
OpEx: £2,000.
Rationale: Implement a SIEM solution (cloud-based or on-prem) to aggregate logs, as
described in the Audit Logging recommendation. The one-time cost covers SIEM setup
and integration with key systems; the monthly OpEx covers licensing and a managed
SOC service to monitor alerts. This will dramatically improve ABCD’s threat detection
and compliance reporting capabilities.

e Software Cleanup (EOL and Unlicensed Software Removal) — One-Time
Cost: Labour; Monthly OpEx: Labour.
Rationale: Conduct a thorough software audit on all systems to uninstall any end-of-life
or non-business software and ensure only properly licensed software is in use. This is a
labour-intensive effort but incurs no tool cost (assuming use of existing system
management tools). Regularising the software environment reduces attack surface and
potential legal/compliance issues with unlicensed software.

Low Priority Projects

e Implement Host-Based DNS Filtering for Laptops — One-Time Cost: £500; Monthly
OpEx: £1,000.
Rationale: As mentioned, deploy an agent-based DNS security solution (for example,
Cisco Umbrella or a similar service) to laptops and other devices. The one-time cost is
for initial deployment/setup; ongoing cost is the service subscription per user/device.
This will protect roaming devices from connecting to malicious domains and
complements existing firewall protections.

e Mobile Device Management (MDM) — Intune Deployment — One-Time
Cost: £4,000; Monthly OpEx: £1,700.
Rationale: Roll out Microsoft Intune (or equivalent) for managing mobile devices and
enforcing security on smartphones/tablets. One-time cost covers policy setup, device
enrolment, and configuration (especially if using external assistance). Monthly cost
covers Intune licensing and/or management overhead. MDM will allow ABCD to enforce
PINs, encryption, and remote wipe on mobile devices that access company data, closing
a potential gap in security.

Note: All figures above are budgetary estimates. “LABOUR” indicates use of internal staff or
existing support contracts without a specific product purchase, while TBD (To Be Determined)
indicates areas where cost will depend on solution choice or further scoping. ABCD can use this
as a guideline for planning and prioritisation. Each project will be scoped in detail before
implementation to refine costs and approach.

By undertaking these projects in order of priority, ABCD Plc will remediate the critical issues
identified in the assessment and build a much stronger defence against cyber threats.
CyberCenter can assist with executing this roadmap, providing expertise and services for each
of the above initiatives as needed.
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Conclusion & Next Steps

ABCD PlIc now has a clear view of its current cybersecurity risks and a practical roadmap to
achieve a more secure and resilient posture. In conclusion, ABCD should initiate the
recommended projects as soon as possible, starting with critical items that address the most
glaring weaknesses (asset management, patching, endpoint protection, and data

security). Early wins in these areas will significantly reduce the likelihood of a successful attack.
As improvements are made, ABCD will progress toward alignment with the CIS framework and
industry best practices, ultimately establishing a mature cybersecurity program.

CyberCenter is committed to supporting ABCD Plc through this security improvement journey.
We suggest scheduling a follow-up workshop to prioritise next steps and assign
responsibilities for the initiatives outlined. Regular management updates and tracking of
progress on this roadmap will help ensure that security improvements stay on course and
deliver the expected risk reduction.

Questions & Contact: This document is intended to be a living reference — we welcome any
questions or requests for clarification on the findings and recommendations. If there are areas
where ABCD needs additional information (for example, more detail on a particular
recommendation or assistance in solution selection), CyberCenter will be happy to provide it.

Please do not hesitate to reach out to our team for further discussion.

Thank you for your time reviewing this assessment. By taking decisive action on the
recommendations in this report, ABCD Plc will be well on its way to a stronger cybersecurity
defence. For any inquiries or to discuss implementation services, contact CyberCenter

at info@cyber-center.com or visit our website at cyber-center.co.uk

We look forward to partnering with you to enhance ABCD’s cyber resilience.

— End of CyberCenter Cybersecurity Risk Assessment Sample Report —
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